Version 2.0 – Effective from 26 May 2011
1. Privacy and Cookie Policy
1.1 Loch Lomond and The Trossachs National Park Authority (“we” or “us”) are committed to protecting and respecting your privacy.
1.2 This page (together with the documents referred to on it) provides the basis upon which any personal data that you submit to us will be processed by us.
1.3 Please read the following carefully to understand our views and practices regarding personal data and how we will treat it.
1.4 By using the site http://www.lochlomond-trossachs.org (“our site”), you accept this privacy and cookie policy (our “privacy and cookie policy”). If you do not agree with any term in this privacy and cookie policy, please do not use our site or submit any personal data through it.
1.5 We are the data controller for the purpose of the Data Protection Act 1998 (the “Act”).
2. Information we may collect
2.1 We may collect and process (or procure the collection and processing of) the following information:
· information that you submit by filling in forms on our site;
· information submitted at the time of registering with our site or requesting products from us;
· information you provide when you report a problem with our site;
· information concerning your use of our site and the products you purchase from us;
· information you submit to our service providers, including without limitation, through the website of our chosen payment services provider (the “payment website”);
· information concerning your use of the payment website and the payment method chosen by you upon the payment website;
· information concerning your compliance with our terms and conditions of website use;
· information you provide when you contact us, including a copy of and records concerning any correspondence;
· information we may record concerning your communications with us for quality control and training purposes; and
· details of your visits to our site including, but not limited to, traffic data, location data, weblogs and other communication data and the resources that you access.
2.2 We may collect this information into a file specific to you.
2.3 If you submit information to or through our site, we may additionally collect and process information on any individuals identified therein or identifiable therefrom.
3. IP addresses and cookies
3.1 We may collect (or procure the collection of) information about your computer, including, where available, your IP address (a unique identifier for your computer or other access device), operating system (for example, Microsoft Windows XP or Macintosh OS X) and browser type (for example, Microsoft Internet Explorer or Mozilla Firefox), for system administration to perform technical diagnosis of our website and to report aggregate information.  This is statistical data about our users’ browsing actions and patterns, and does not identify any individual.
3.2 For the same reason, we may obtain information about your general internet usage by using a cookie file. Cookies are small files which are sent to your browser (for example Internet Explorer or Firefox) and stored on your computer’s hard disk. They only identify your computer and not you personally. Please read the following carefully and let us know if you have any questions.
3.3 There are two types of cookie you may encounter when using www.lochlomond-trossachs.org:
First party cookies: these are our own cookies, controlled by us and used to provide information about usage of our site.
Third party cookies: these are cookies found in other companies’ internet tools which we are using to enhance our site, for example Facebook or Twitter have their own cookies, which are controlled by them.
We use a number of suppliers who may also set cookies on their websites’ on its behalf. We do not control the dissemination of these cookies. You should check the third party websites for more information about these.
	Source
	Purpose

	Youtube (youtube.com)
	Stores the Flash version number of your browser. No personal information is transferred or stored.

	Hotjar
	Collects information about the use of the site and collects feedback from website visitors.

	Google Analytics
	These cookies are used to help record your use of this website. They are used to collect statistics about site usage such as when you last visited the site. This information is then used to improve the user experience on our website. The Google Analytics cookies contain randomly generated IDs to recognise your browser when you read a page. The cookies contain no personal information and are used only for web analytics


 
We encourage you to accept the cookies our website uses as they help us to improve the user experience for you and many others. They enable us:
· to estimate our audience size and usage pattern;
· to store information about your preferences, and so allow us to customise our site according to your individual interests;
· to speed up your searches; and
· to recognise you when you return to our site.
3.4 How to control and delete cookies
If you do not want to receive cookies from this website, select cookie settings under the privacy settings in your browser options, then add our domain (http://www.lochlomond-trossachs.org) to the list of websites you do not want to accept cookies from. Under settings you can also delete individual cookies or any cookies that your browser has stored. You can find more information on how to delete and control cookies at www.aboutcookies.org
If your browser is set to refuse cookies by default, and you experience problems when accessing our site, you may choose to enable cookies by following the instructions available at: www.google.com/support
4. Where we store personal data
4.1 The information that we collect (or procure the collection of) from or concerning you or which you submit to us may be transferred to, and stored at, a destination outside the European Economic Area (“EEA”). It may also be processed by staff operating outside the EEA who work for us or for one of our service providers.  By submitting information, you agree to this transfer, storing or processing (which may include transfers to, or storing or processing in countries or jurisdictions who do not provide the same level of data protection as the United Kingdom).  If you are submitting the information concerning another individual, you confirm that that person is aware of, and has explicitly consented to, any such transfers. We will take all steps we are reasonably able to ensure that personal data is treated securely and in accordance with this privacy and cookie policy and will, if appropriate, put a contract in place to ensure that personal data is protected.
4.2 All personal data you submit to us is stored on secure servers.  We shall use reasonable endeavours to procure the maintenance of appropriate physical, electronic and managerial procedures to safeguard the personal data that you submit. Unfortunately, the transmission of information via the internet is not completely secure.  Although we will do our best to protect any personal data that you submit, we cannot guarantee the security of personal data submitted to our site. Any such submission is at your own risk.  Once we have received personal data, we will use strict procedures and security features to try to prevent unauthorised access to, destruction of or damage to personal data.
5. Uses made of the information
5.1 We use the information that we collect (or procure the collection of) from or concerning you or which you submit to us in the following ways
· to enable the proper maintenance and / or operation of our site;
· to ensure that content from our site is presented in the most effective manner for you and for your computer;
· to provide you with information and products that you request from us;
· to carry out our obligations arising from any contracts entered into between you and us;
· to notify you about changes to our site;
· to comply with any legal obligation;
· to enable or facilitate the exercise of our rights under our terms and conditions of website use; and
· to protect our rights, property, or safety, or the rights, property or safety of others.
We may keep personal data we collect (or procure the collection of) from or concerning you or which you submit to us for a reasonable period for the purposes mentioned above.
6. Disclosure of information
6.1 We may disclose the information that we collect (or procure the collection of) from or concerning you or which you submit to us:
· to enable the proper maintenance of our site;
· to enable the supply to you of products which you have requested;
· to any member of our group, which means our subsidiaries, our ultimate holding company and its subsidiaries, as defined in section 1159 of the UK Companies Act 2006;
· in the event that we sell or buy any business or assets, to the prospective seller or buyer of such business or assets;
· to comply with any legal or contractual obligation;
· to enable or facilitate the exercise of our rights our terms and condition of website use; or
· to protect our rights, property, or safety, or the rights, property or safety of others, where such disclosure may include exchanging information with other companies and organisations for the purposes of fraud prevention.
7. Third party personal data
7.1 Where you submit information regarding another person, you confirm that they have consented to you acting for them and to the processing of their personal data, and that you have informed them of our identity and the content of our terms and conditions of website use and this privacy and cookie policy, including the purposes for which their personal data will be processed by us and that they have explicitly consented to our use and processing of their personal data (including sensitive personal data).
7.2 Our terms and conditions of website use and this privacy and cookie policy will apply to any such third party personal data in the same manner that they apply to your own personal data.
8. Third party sites
Our site may, from time to time, contain links to and from third party sites.  If you follow a link to any of these sites, please note that we are not responsible for the content or privacy policies of these sites nor for the way in which the personal data of their users is treated. Please check these policies before you submit any personal data to these sites.
9. Access to information
The Act gives you the right to access information held about you.  Your right of access can be exercised in accordance with the Act.  Any access request may be subject to a fee of £10.00 to meet our costs in providing you with details of the information we hold about you.  You also have the right to have any inaccuracies corrected in the personal data that we hold about you.
10. Website archiving
The Park Authority has given consent for the National Records of Scotland, the British Library and the National Library of Scotland to archive our website on an annual basis. These organisations may make our archived website available to their customers for research purposes.
11. Changes to our privacy and cookie policy
Any changes we may make to our privacy and cookie policy in the future will be posted on this page.
12. Contact
Questions, comments and requests regarding this privacy and cookie policy and how we use your personal data are welcomed and should be addressed to info@lochlomond-trossachs.org
[bookmark: _GoBack]
